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Agenda

• Overview of Technology Used

• Secure ICCP Profile

• ICCP Interoperability Testing Results
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ICCP Security Objectives

• Assuring only Authorized Access even 
within a closed private network

• Preventing Eavesdropping by non-trusted 
entities

• Preventing Spoofing/Playback of captured 
data from non-trusted entities

Security Tools

• Encryption
– Encrypting data so that only the 2 

communicating entities are able to understand 
the data.

• Authentication
– Using digital signatures to ensure that the 

entity at the other end is known and trusted.
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Securing ICCP
IEC60870-6 TASE.2

• IEC TC57 WG07 (ICCP) adapted 
recommendations of WG15 (Security).

• Provides both secure and non-secure 
communications via:

• Encryption
• Strong Authentication via Digital Signatures

• EPRI sponsored interoperability testing 
this summer.
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ASN.1 (ISO/IEC 8824/8825)
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Specification Theory

• ACSE is used for Application 
Authentication

• TLS is used to supply encryption

Different Modes Need to be 
supported

Full securityYesYes

Provides encryption and 
node level authentication 
only.

NoYes

For use over VPN 
connections or internal to 
control centers

YesNone

Backward Compatible with 
current implementations

NoneNone

UseApplication 
Authentication

TLS Encryption
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Application Layer (ACSE) 
Authentication

Authentication-value ::=  CHOICE {
certificate-based [0] IMPLICIT SEQUENCE {

authentication-Certificate [0] IMPLICIT SignatureCertificate,
time [1] IMPLICIT GENERALIZEDTIME,
signature [2] IMPLICIT SignedValue
}

}

Application
Certificate for Authentication

Prevents Replay

Encrypted/Signed time

Value is sent both ways to authenticate both sides.

TLS Issues Addressed in Spec
• Deprecation of SSL 1.0 and 2.0 due to known 

security vulnerabilities.
• Uses TLS 1.0 ::= SSL 3.1
• Deprecation of Cipher Suites that don’t do 

encryptions.
• Transparent key re-negotiation based upon time 

and number of packets.
• Standardization of support for at least one 

common Cipher Suite (AES256).
• Specification of TLS Message Authentication
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ICCP Key Renegotiation

• Maximum of every 5,000 packets 
(configurable).

• 10 minute time limit (configurable)

• Entity that was connected to (called) 
responsible for key negotiation.

• Avoids protocol deadlocking.

Cipher Suite
• Approximately 40 suites are available in 

OpenSSL

• Picked a single suite as mandatory to enable 
interoperability:
– TLS_DH_DSS_WITH_AES_256_SHA

• Several don’t encrypt and are deprecated

• Current implementations use OpenSSL
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What does it look like
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EPRI Interoperability Test

Description and Results
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IOP Test for ICCP-TASE.2

• Date: 8/12/2003 – Five Participants, 3 observers
– Participants

• Alstom
• GE
• LiveData
• Siemens
• SISCO

• Hosted by WAPA
• Sponsored and funded by EPRI

– Observers
• WAPA
• SPP
• NYISO

Tests for TLS IOP

• Client, Server, Combo certificate acceptance.
• Acceptance of Certs from a known CA
• Acceptance of only configured Certs
• Rejection of Certs/connection of unknown CA.
• Rejection of non-configured Certs.
• Key renegotiation
• Cipher-suite negotiation

All test run between pairs where both act as
Calling and called (18 tests total).
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Tests for ACSE IOP

• Proper certificate acceptance.
• Seal testing (forward and backward time skew)
• Acceptance of only configured Certs
• Invalid calling/called certificates
• Non-configured certificate tests (calling/called)

All test run between pairs where both act as
Calling and called (14 tests total).

Combined Tests
• No security (backward compatibility)

• TLS and ACSE Security enabled.

• Simultaneous Secure/Non-Secure associations.

• Don’t Care configuration (accepts any 
combination).

• ISO/OSI exchange unaffected.

10 tests involved at a minimum.
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Time Estimate for Testing

• Initial estimate was 4-6 hours per pair.
• 10 different test pairs given 5 participating 

vendors.
• Could not complete all pairs testing due to 

lack of time.

IOP Information

SISCOAlstom

SISCOGE

LiveDataLiveData

SISCOSiemens

SISCOSISCO

MMS, Stack, and 
Security 
Implementation Used

ICCP 
Implementations 
Tested
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Observers
Dave Ambrose

(WAPA)
Glenn Sheffer

(NYISO)
Kevin Perry

(SPP)

Test Coordinators

• Herbert Falk (SISCO)

• Dave Becker (EPRI) 
– EPRI funded the specification development 

and sponsored the IOP.
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Security Isn’t Only a Stack Issue

• Applications (e.g. ICCP)

interact and make 
decisions on security.
– Found IOP issues with 

ICCP (non-secure/secure)
• Database issues
• Bi-directional vs. 

Single direction 
associations

• Found:
– Database issues

• Same VCC Data 
Values (DVs) being 
sourced by both ends 
of the testing.

• Non-configuration of 
extended type DVs.

• Access control 
configuration issues for 
VCC level DVs
accessed by multiple 
remotes.

Critical Issues Found

• ACSE
– Malformed encodings of ACSE 

Authentication values (corrected).
– Specification issue in regards to specification 

of digital signature (corrected).
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Critical Issues Found 

• Use of ACSE certificates exposed a 
conformance issue in the session layer 
(corrected).
– This would have been almost impossible to 

find in the field (took 6 hours during IOP test).

Problem Resolution

• Problems were diagnosed

• Corrected

• Consumed 11-14 hours of IOP time.

• Caused other vendors to re-execute some 
tests.
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General Test Results

PassedPassedPassedPassedSISCO

PassedTLS only(3)PassedPassedSiemens(1)

PassedTLS only(3)PassedPassedLiveData(2)

PassedPassedPassedPassedGE

PassedPassedPassedPassedAlstom(1)

SISCOSiemensLiveDataGEAlstom

(1) - ICCP DB configuration issue (did not affect interoperability)
(2) - Some TLS test cases skipped
(3) - Complete suite not executed due to lack of time

Other lessons learned

• Tool set needs to be augmented
• Participants gained an understanding of 

how to configure and debug secure 
implementations.

• Determined need to take IOP tests and 
construct a guide for deployment/FAT.
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Lessons Learned

• Attempt to perform testing in advance 
(over Internet) failed.

– IT staffs would not open up required ports.

• Calling and called testing was critical to 
finding certain issues.

Observer Tools
• Kema UniCA analyzer

– Provided MMS/ICCP 
decoding and association 
setup/dataset transfer 
validation

– Did not display SSL/TLS 
exchanges.

– Gave inaccurate decodes 
when decoding the ACSE 
Authentication and 
certificates. (has been 
updated since testing 
occurred)

• Ethereal
– Able to observe/display 

SSL/TLS exchanges.
– Does not decode above 

transport (e.g. no 
MMS/ICCP decoding).

– Became an integral tool for 
the observers.

– Available from 
www.ethereal.com
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Summary

• IOP was successful
• Problems with implementations were 

found and corrected.
• Specification was enhanced to be more 

precise.
• Observers were satisfied with the overall 

test, test methodology, and results.

What’s Next

• EPRI specification is being used as the 
basis for three (3) IEC New Work Item 
Proposals (NWIP) within IEC TC57 
WG15.

• NERC DEWG will address deployment 
requirements at its November meeting.
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Ralph Mackiewicz
SISCO, Inc.
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Sterling Heights, MI 48314 USA

Tel: +586-254-0020
Fax: +586-254-0053

E-Mail: ralph@sisconet.com

David Ambrose
WAPA

5555 E.Crossroads Blvd.
Mail Code: J4010

Loveland, CO  80538-8986
Phone: 970-461-7354
Fax: 970-490-7213

E-Mail: ambrose@wapa.gov


